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$ whoami 

● Mobile Security Researcher at Nowsecure where I work on automating 
security tests for mobile applications (with Pancake, Edu, Grant, others!)

● Studied Math and Physics at University but sold out and did infosec instead
● Background of doing CTFs and game hacking for fun, as well as some iOS 

tweak dev
● Have worked as both a Reverse Engineer and boring Software Developer in 

previous roles 
● Twitter: @alkalinesec



Introduction to ESILSolve

Too long !!

I don’t want to manually 
reverse this.



Why did you make this? Why should I use it?

● ???
● ESILSolve will likely never have the stability or sophistication of established 

tools. But...
● Tight integration with r2 makes it usable with all different kinds of IO plugins 

in situations that might be awkward for more monolithic tools
● Support for architectures not covered by other tools
● It is a great way to learn about symbolic execution if you are familiar with r2 

and ESIL, and is a simple but solid framework to test out novel ideas and 
strategies

● Good for CTFs :)



Symbolic Execution - A very short review

● Symbolic Execution is the emulation of a program with the ability to make 
some data, memory or register values, symbolic

● Using symbolic values allows exploration of code paths without needing to 
know concrete values that actually reach them

● Taking branches constrains the symbolic values and an SMT solver 
(ESILSolve uses Z3) is used to evaluate the resulting expressions to get 
concrete values

● Some SymEx tools tools you may have heard of and used: angr, KLEE, 
MAYHEM, more recently SymCC, Sys



Z3 simplified beyond usefulness

● Z3 can solve expressions involving Ints, Floats, 
and most importantly Bit Vectors

● Symbolic values are initialized and used in 
arithmetic and logical expressions

● Solvers (or Optimizers) can create models that 
satisfy the added constraints



Simple Branch

1547 == 0x60b

1554 == 0x612



Simplish Branch

1642 == 0x66a 
1649 == 0x671



ESIL - Another even shorter review

● ESIL is radare2’s built in intermediate language
● It uses a simple, stack based system to express any instruction as a string of 

values and operators
● Example: add x0, x1, x2 in AArch64 becomes “x2,x1,+,x0,=”
● It’s simple, readable, and great
● It is an interesting IR for symbolic execution
● There is a really great in depth talk on ESIL from r2con 2019 by 

@arnaugamez







Challenges of ESIL based SymEx

● ESIL is a lot less verbose / precise 
than other IR

● “add x0, x1, x2” in VEX ->
● Every value and operation has an 

explicit size, type, and signedness 
in other IR

● Turns out they are being overly 
cautious dorks

IRSB {
   t0:Ity_I64 t1:Ity_I64 t2:Ity_I64 
t3:Ity_I64 t4:Ity_I64

   00 | ------ IMark(0x400400, 4, 0) ------
   01 | t0 = GET:I64(x1)
   02 | t1 = GET:I64(x2)
   03 | t3 = Add64(t0,t1)
   04 | PUT(x0) = t3
   NEXT: PUT(pc) = 0x0000000000400404; 
Ijk_Boring
}



Challenges of ESIL based SymEx Part II

● <show main parse_expression method>
● Other IR have data only in temporary registers and variables 
● ESILSolve needs to have a symbolic stack, where for every conditional both 

IF and ELSE expressions are executed, their stacks are unwound, and a new 
stack with If(CONDITION, IF_VALUE, ELSE_VALUE) values is pushed

● The GOTO operator essentially uses arbitrarily nested conditionals which 
creates a host of issues, most of which are soluble

● These operations happen to be relatively efficient ones for python



The ESILSolve API

● ESILSolver
○ call_state, init_state, blank_state - create 

an initial state to begin running
○ register_hook, register_sim - register hooks 

or simulated methods to manipulate state
○ run, terminate - start symbolically executing, 

finding find, avoiding avoid



The ESILSolve API

● ESILState
○ registers - an instance of ESILRegisters with the register values for this state
○ memory - an instance of ESILMemory for this state
○ solver - and instance of a Z3 solver class (Solver, SimpleSolver, Optimizer)
○ constrain - an alias for solver.add
○ constrain_bytes - method to constrain the bytes of a buffer to match a regex range
○ evaluate - model and eval a symbolic expression if it is satisfiable
○ evaluate_buffer, state.evaluate_string - convenience methods for evaluating a BV and 

casting it to bytes / string
○ clone - make a (COW) copy of the state
○ step - single step the state, executing the current instruction



Demo ESILSolve

Show some cool stuff now 



ESILSolve plugin for r2



ESILSolve plugin II

Automatically add comments that show concrete values 
that reach any point in code, for every symbol

Prove long strings of arithmetical 
instructions equivalent to simpler ones



Using ESILSolve to improve ESIL

● Symbolic execution of ESIL allows us to convert the string expression to an 
AST which can be compared to the ASTs generated by other symex tools

● If expressions are not equivalent the SMT solver can give example values that 
produce different results in the two systems

● ESILCheck is a tool which compares the ASTs generated from ESIL 
expressions and the ones produced by angr’s VEX execution engine

● The claripy backend objects provide conversion to Z3 enabling easy testing 
● Other engines, like KLEE, could provide additional checks and coverage, any 

tool supporting the same SMT solvers can be used. 
● A tool called VEX2ESIL also comes with ESILSolve 



Future Goals

● Use ESILSolve to prove the equality of ESIL expressions and other IR 
expressions, or fix them if necessary, to cover more architectures more 
faithfully

● Make a modest Sim Procedure library so that common libc functions do not 
cause state explosion

● Create Sims for syscalls and hopefully have syscalls handled natively in 
concrete emulation in r2

● Create a fuzzer leveraging ESILSolve, concrete ESIL emulation in r2, and 
maybe r2frida to generate amazing coverage guided fuzzing that is snapshot 
emulated for speed but in-memory fuzzed for accuracy



Thanks To:

Pancake and everyone who has worked on ESIL and radare2 !



Thank You


