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1. Side Channels (smartcards, PayTV chipsets, loT,...)
2. Fault Injection (smartcards, PayTV chipsets, loT,...)
3. Embedded Devices (gas meters, routers, STB, loT,...)

4. Software (TEE, HCE, DRM, and all related to 1,2,3)
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: var int local 1lbh @

esp+0x1b

; var int local 1lch @ esp+8xlc
; var int local 26h @ esp+8x20
; var int local 24h @ esp+8x24
; var int local 28h @ esp+8x28
; var int local 8ch @ esp+8x8c
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c70424b18ch4.

push ebp

mov ebp, esp

and esp, exfffffffe

sub esp, ©x90

mov eax, dword [ebp + arg ch]

mov dword [esp + local ch], eax

mov eax, dword gs:[8x14]

mov dword [esp + local 8ch], eax

X0r eax, eax

mov byte [esp + local 1bh], @xtf

mov dword [esp + local 1ch], e@xffffffff
cmp dword [ebp + arg 8h], 2

je 0x8048a2b

mov eax, dword [esp + local ch]

mov eax, dword [eax]

mov dword [esp + local 4h], eax

mov dword [esp], str.Usage: s filename n
call sym.imp.printf

mov dword [esp + local 4h], @x8848caf
mov dword [esp], str.. backups .log










Riscure Hack ME challenge

 CTF challenge running in
an Arduino Nano clone

* First hardware CTF ever
published
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Riscure Hack ME challenge

* The goal of the game is to
extract 3 secret keys by
solving different
challenges of increasing
difficulty.

- Each challenge can be
solved In many ways.

« Software and hardware
exploitation technigues
can be used.
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Lessons learned
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void generate_challenge(void) <
uint3z_t responses[3];
is_auth_nonce_wvalid = 1;

. s N 11 2 . T
’ . ';‘ "‘ .

auth_nonce = get_random_uint32_t0);
calculate_response(auth_nonce, &responseslBl,
USER_USER, 8 ;
-— INSERT —- 22, 43%



Team FISCUrC
Alexandru Geana Ramiro Pareja

alegen onr2irc <3 low level stuff

WANTED

RICHMOND COUNTY SHERIFF’S OFFICE

ALEXANDRU GEANA
5'10" 170 lbs.

WANTED: Hacking and industrial espionage

$1000 Reward

Contact the Richmond County Sheriff’s Office
706-821-1020 or 706-821-1080




Design criteria / Development goals

- Hardware:
- Cheap (19)
» Easlily avallable
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Design criteria / Development goals

- Hardware:
- Cheap (19)
» Easlily avallable

« Software:

 FI|, SCA and SW solutions
*  Progressive difficulty
 Contained vulnerabilities
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What is new in Rhme 20167

* New game style

* New development
framework

* New team

* New hardware?
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Development framework

 Secure bootloader

» Eclipse based
development environment

» Challenge template

 Tutorials



Rhme2 timeline
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PLAY!

riISCUr¢C
Exploiters (5 boards)

Download now the RHME challenge and try to exploit it:

https://github.com/Riscure/RHmMe-2015/

Reversers (5 boards)

Sign up for the new RHMEZ2 by solving this easy pre-
challenge:

https://github.com/Riscure/RHmMe-2016/

USE RADARE!
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Remember... FISCUrC

* First Send First Recelve

» Solutions: eduardo@riscure.com
» Subject : [exp|re] r2con rhme
* [name|nickname]
 Flag & full r2 log

me

* |If you do not get any board during r2con
» Solve the pre-challenge rhme2 (<3min) at any time
and reserve your board (max 500)

* Ask me for your board during r2con


mailto:eduardo@riscure.com
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