
Sept 2021 R2CON

Ziqiao Kong (@Lazymio)

Qiling Framework: Symex and further

twitter: @pwnedmio https://github.com/wtdcode



Fast Recap



Fast Recap

Today: Some interesting details

HITB AMS2021



Recap: Qiling

Qiling’s Instrumentation
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Qiling provides almost the best dynamic instrumentation experience
The system emulation.
Flexible hooks && snapshots.
Full control of the sandbox.

What’s Next? 
Symbolic execution

Stand on the shoulders of giants.
But the FREE ones. (No idapython)
Radare2 is the best alternative.



Recap: R2

Swiss-knife of the reverse engineering.
With almost the steepest learning curve. ; )
Follow the UNIX philosophy.
Source is your best friend.

Find almost everything you need for security analysis.
Disassembly.
Control flow graph.
Debugging.
Tons of utilities, ? <int> is my favorite.

What we focus on: ESIL.
Evaluable Strings Intermediate Language.
Reverse polish notation.
Designed for interpretation and suitable for symbolic execution. 



R2libr(former pyr2)



r2pipe vs rlang

r2pipe was the only available python bindings at that time.
It requires radare2 being installed system-wide.
We hope to minimize the Qiling installation to `pip install`.
Sometimes we would like to call the low-level API.

rlang is the other way, running a python interpreter in R2.
Seems good but we expect to run standalone.
Still system-wide R2 installation is required.

Let’s invent the wheel!



r2libr

So, I wrote a brand-new python bindings for R2: r2libr.
How it works?

R2 headers is clean enough to do auto-generation.
Bindings are generated automatically with ctypeslib and Github CI.



r2libr – How it works

We have: C headers
We expect: Python ctypes Bindings
The tools: ctypeslib2

Backend by libclang
Not actively maintained, many bugs

That’s all?
No



r2libr – Black Magic

r_util
Managed by multiple headers, no R_API
ctypeslib won’t generated symbols in 
included headers

Solution
Do expansion manually, like standard C 
preprocessor
Apply ctypeslib on the expanded headers



r2libr – Still Black Magic

Put everything together
Unfortunately, ctypeslib is designed to output a single script
But we would like a library, so we have to put everything together

Solution
Mangle the output by regex, dirty but it works.
Gives each r_* module a separate namespace
Remove the local path generated
Write a wrapper to load all r_* libs



r2libr – Last Black Magic

Meson
We would like cross-platform so meson seems good
But it has critical bug on macOS, see https://github.com/mesonbuild/meson/issues/2121
Basically, you can’t use relative path to refer dylibs on meson built libraries

Solution
Black magic: Parse the libraries and rewrite dyld_path

https://github.com/mesonbuild/meson/issues/2121


r2libr – Finally



Some details of Symex



Symbolic Execution: Difficulties

Implementation is much more complex than expected
R2 itself doesn’t have memory R/W implemented, so we have to do it own.
Also we can’t use R2 registers implementation due to symbolic values.
As a result, we did a full re-implementation of ESIL.
May become another emulation engine to replace Unicorn.

Symex is never a silver bullet.
Really slow since we have to keep each state immutable.
State explosion for complex function and make it unacceptable slow.



Symbolic Execution: Memory Implementation

Memory
Could hold symbolic values
Support full clone since it’s immutable
Support mmap and unmmap
Managed by segments
Really complex to emulate a memory



Symbolic Execution: Register

Register
Again, could hold symbolic values
Support full clone since it’s immutable
Much simpler than memory



Symbolic Execution: ESIL

ESIL
With our own memory and register implementation, we have to 
implement the ESIL interpreter by ourselves
Careful to handle symbolic values in branches
Search all possible states after a branch
ESILSolve is really a nice reference



Future



Future Steps

EVM Unicorn2 Secret Project 
based on UC2

ESIL as new 
Engine Symex

Released Just Now Working on it and 
about to release Stay tuned! Use Radare2 to expand our ability to analyze

Future steps
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