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Concept

Source = Compilation = Binary
Binary = Source = Compilation

Binary = Assembly = Compilation



ovdga xmm6, xmm3
por xmmi, xmm7
pand xmm6, xmmi
psrid xmm1, 1
pcmpeqd xmm6, Xxmm5
pxor xmmé6, xmmO
movdga xmm7, Xmm6
pandn xmm7, xmmil
pxor xmml, xmm2
pand xmm1, xmmé6
movdga xmm6, xmm3
por xmmil, xmm7
pand xmmé6, xmmil
psrld xmmi,
pcmpeqd xmm6, Xmm5
pxor xmmé6, xmmO
movdgqa xmm7, Xmm6
pandn xmm7, xmmil
pxor xmml, xmm2
pand xmm1, xmmé
movdga xmm6, xmm3
por xmmi, xmm7
pand xmmé6, xmmil
psrid xmm1i, 1
pcmpeqd xmm6, Xxmm5
pxor xmmé6, XmmO
movdqa xmm7, Xmmé6
pandn xmm7, xmmil
pxor xmml, xmm2
pand xmm1, xmm6
movdga xmm6, xmm3
por xmmi1, xmm7
pand xmm6, xmmi
psrid xmm1, 1
pcmpeqd xmm6, Xmm5
pxor xmm6, XmmoO
movdgqa xmm7, Xmm6
pandn xmm7, xmmil
pxor xmml, xmm2
pand xmm1, xmmé6
movdga xmm6, xmm3

Dridex hashing function
1. What is this function?

2. How can we use it?



ReAsm Tool

y name] [function name] [begin addr] [end addr]

Powered by R2Pipe



Generated Files

function_name.asm
main.c

Makefile



#include <stdio.h>
# .1 NC 1 U d e <S§ t C‘ "._ .“— b.h>

#define ASM asm volatile_

extern unsigned long function_name();

r~

char *alloc(unsigned long sz) {

printf("allocating %ld\n", sz);
return (char *)malloc(sz);

int main(void) {
printf("%x\n", function_name());




generated with reasm
nasm -felf32 -Fdwarf xmm_crc32.asm -o xmm_crc32.0

bits 32
global xmm_crc32
extern alloc

Xmm_crc32:
mov ecx, [esp+4]
push ebp
mov ebp, esp
and esp, OxFfffffffe
push esi
push edi
push ebx
sub esp,
mov esi, e
mov eax,
movd xmm4, eax
;movdqu xmm4, 0 ;[0x43a32f0]
pxor xmm5, XxXmm5
mov eax, 0Ox4
movd xmml, eax ;movdqu xmml, Ox4 ; [0x43a2e0]
mov ebx, ecx
;mov ecx, 0x016D1160 ;dword [0x43b228]
mov eax, 1
movd xmm3, eax ;[0x43a300]
mov eax, Ox2C€
movd xmm2, eax ;[0x43a310]
movdqu [esp], xmm4
addr_0042d662:
Xor eax, eax
byte eax,
jne addr_0042daa4
cmp ecx, Oxel8e2f19
jne addr_0042da2b
push G D50f




#include "st
#include

#define ASM __asm__ _ volatile__

\

extern void decoder();

unsigned long currentStack;
char *stack;

char *Alloc(size_t
char *currFak
asm("mov %%esp, %0" : -"(currFak
asm("mov %6 S -
printf("al ando %d
char *buff = (char *)m
asm("mov %0, %%esp" ::

main(void) {

asm("mov %%esp, %0" :"=
stack = (char *)malloc(1602
asm("mov %0, %%esp" :

// launch the decoder
ASM("push %ebx");

return 0;

Stack)




// launch from c the algorithm on
#include <stdi 1>
#include

#define ASM __asm__ _ volatile

extern char *b64(char *, unsigned

char *Alloc(size_t size) {
printf("al ting %d
return (char *)malloc(si

void Dealloc(char *ptr) {
free(ptr);

int main(void)
char *this

printf("%s\n
return 0;




// launch from c the algorithm on asm
#include "stdio.h
#include <stdlib.h>

#define ASM asm__ _ volatile

extern void decoder();

char *Alloc(size t size) {
ASM( "pop %ebx");
printf("alloc %d bytes\n

-

return (char *)malloc(size);
ASM("push %ebx");

main(void) {
ASM("push %ebx");
decoder();

ASM(
return




// launch from c the algorithm on
#include "stdio.h

#include <stdlib.h>

#include <strin

#define ASM __asm__ _ volatile _

extern void formbook b64();
extern void formbook rc4();

int main(void) {
char out[2049];
char key[] = {0x43,0x6f,0xc5
char plaintext[] = "FBNG:3B3

size t len = strlen(plaintext);

memset(out, 0, 2049);
formbook rc4(plaintext, len, key);
formbook b64(out, plaintext, len);

printf("%s\n", out);
exit(1);




branches

branches = ['call', 'jmp', 'je', *jl', 'jg', 'jge', 'gle', 'ja', 'jb', 'jbe', 'jae', 'jne', 'jo', js', 'jns 'jnz', 'jnb', 'jna’,

'jnae', 'jc', 'jnc', 'jnbe’', 'jnge', 'jnl’, 'jng', 'jle', 'jp', 'jpe’,"jnp','jpo’,'j




test edi, edi

jle addr_04f6b715

jmp addr_04f6b6bo

lea ecx, [ecx]
addr_04f6b6bo:

movzx edx, byte [esi

shr edx, 2

movzx edx, byte [ebp

mov byte [eax], dl

movsx edx, byte [esi

movzx ebx, byte [esi

and edx, =

shl edx, 4

shr ebx, 4

or edx, ebx

movzx edx, byte

mov byte [eax +

movsx ebx, byte

movzx edx, byte

and ebx, Oxf

shr edx,

add ebx, ebx

add ebx, ebx

or edx, ebx

movzx edx, byte [ebp +

mov byte [eax + 2], dl

movsx edx, byte [esi +

and edx, Ox3f

movzx edx, byte [ebp +

mov byte [eax + 3], dl

add ecx, 3

add eax, 4

cmp ecx, edi

j1 addr_o4febébo

mov edx, dword [ebp + 0Ox1€
addr_04f6b715:

cmp ecx, edx

jge addr_04f6b774

movzx edi, byte [ecx + esi]




R2Pipe

r2z = r2pipe.open(binaryname)
r2.cmd('s Ox%x' % addr_begin)
r2.cmd('e asm.bytes=0")
r2.cmd('e asm.lines=0")

r2.cmd('pD %d"' % (addr_end-addr_begin)).split('\n')




Github link

https://github.com/fox-it/reasm



Improvements

- recursive call extraction
- detect the end of the functions



Execution vs Emulation

- anti-emulation bypass
- speed
- replicate exact state of the malware






