
ReAsm



Who am I

Jesus.olmos@fox-it.com 

@sha0coder 



Concept

Source →  Compilation →  Binary  

Binary →  Source →  Compilation 

Binary →  Assembly →  Compilation 



Dridex hashing function 

1. What is this function? 

2. How can we use it? 



ReAsm Tool

Powered by R2Pipe  



Generated Files
function_name.asm 

main.c 

Makefile 



main.c



function_name.asm



With stack



C++ calling conversion



Compensating registers



Formbook rc4 + b64



branches



branches



R2Pipe



Github link

https://github.com/fox-it/reasm 



Improvements

- recursive call extraction 
- detect the end of the functions 



Execution vs Emulation

- anti-emulation bypass 
- speed 
- replicate exact state of the malware 



That’s it


