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• Port diaphora to radare & MySQL
› What is diaphora?
› “Diaphora [...] version 2.0 is the most advanced program diffing tool, 

working as an IDA plugin, available as of today (2019). It was released 
first during SyScan 2015 and is actively maintained.”

› Initial port
 Presentation (r2con 2017)

• Why?
› Part of a bigger project

 

Objectives

https://github.com/joxeankoret/diaphora
https://github.com/radare/diaphora
https://www.youtube.com/watch?v=dAwXrUKaUsw
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• Identify malware based on code similarity

• Mostly focused to IoT malware
› Most families are open source or derived from them

 Open-source makes signature-based detection tedious
› Packing is not usual in these platforms

 

The bigger project
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• Why radare?
› It’s OSS
› It’s free (and IDA is quite expensive)
› Excellent support for all aimed architectures

• Why MySQL?
› Enables to share the database across team members
› Better concurrent access
› More robust DB engine to deploy a service over

Objectives
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Problems

• Existing fork was very old
› Python 2
› Diaphora 1
› SQLite
› Some features were incomplete

 - No decompiler
 - No Koret-Karamitas hash (CFG hash)
 - No info about switches, mnemonics_spp ...

https://github.com/radare/diaphora
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• Port code to Python 3

• Port sqlite dialects to MySQL

• Trial and error until the crashes stop

• First “working” version took ~30m to analyze a Gafgyt sample

First steps
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• First approach:
› Log executed commands and its execution time
› Observations:

 - Several commands were repeated several times each
› Solution:

 - Implement a cache in r2pipe (by pancake)
 r2 = r2pipe.open("/path/to/file")
 r2.use_cache = True

 - Cache is invalidated by hand (call r2.invalidate_cache())
 - Speedup increase of ~ 6x (depending on use case)

› Use r2pipe in native mode
 r2pipe.open("ccall://path/to/bin")

 - Speedup increase of ~ 4x
› Reduced execution time to 1010s with test sample

Optimization



Forgot to create indexes for tables

Optimization



get_func is the main bottleneck (afi). Attempt to substitute afi usages where 
possible

Optimization



Optimization - r2ghidra



Optimization - pdc
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Further optimizations

• Use FLIRT signatures to detect library functions and skip them
› By default all .sig files on <diaphora_root>/signatures/flirt/  will be used
› Matches are excluded from analysis
› Used https://github.com/IridiumXOR/uclibc-sig for uclibc (frequent in IoT 

malware)

https://github.com/IridiumXOR/uclibc-sig


Usage

Step 1 - Install & configure radare / MySQL server
Step 2 - Fill MySQL credentials in <project_root>/db.json
Step 3 - Install requirements (pip install -r requirements.txt)

$ ./diaphora_r2.py -h                                                                                                                                                                                   
usage: diaphora_r2.py [-h] [-f] [-o O] file1 [file2]

positional arguments:
  file1       File to analyze
  file2       (Optional) File to diff against

optional arguments:
  -h, --help  show this help message and exit
  -f          Force DB override
  -o O        Diff output file (HTML) - Default value: <db1name[0:10]>_vs_<db2name[0:10]>.html

Note: DB name is the SHA256 hash of the sample
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Demo 1
Sakura samples (a Gafgyt variant)



$ file *
132948bef56cc5b4d0e435f33e26632264d27ce7d61eba85cf3830fdf7cb8056: ELF 32-bit LSB executable, ARM, EABI4 version 1 (SYSV), statically linked, with debug_info, not 
stripped
136dbd3cfa947f286b972af1e389b2a44138c0013aa8060d20c247b6bcfdd88c: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), statically linked, not stripped
17c62e0cf77dc4341809afceb1c8395d67ca75b2a2c020bddf39cca629222161: ELF 32-bit LSB executable, ARM, EABI4 version 1 (SYSV), statically linked, with debug_info, not 
stripped
19e0f329b5d8689b14d901b9b65c8d4fb28016360f45b3dfcec17e8340e6411e: ELF 32-bit MSB executable, Motorola m68k, 68020, version 1 (SYSV), statically linked, not stripped
4cc11ffb3681ebced1f9d88e71b70a87e6d4498abca823245c118afead67b6a5: ELF 32-bit LSB executable, MIPS, MIPS-I version 1 (SYSV), statically linked, not stripped
562b4c9a40f9c88ab84ac4ffd0deacd219595ab83ed23a458c5f492594a3a7ef: ELF 32-bit LSB executable, ARM, EABI4 version 1 (SYSV), statically linked, with debug_info, not 
stripped
594a6b2c1e9beac3ad5f84458b71c1b7ec05ee0239808c9a63bc901040e413a3: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, not stripped
5fec87479a8d2fa7f0ed7c8f6ba76eeea9e86c45123173d2230149a55dcd760d: ELF 32-bit MSB executable, MIPS, MIPS-I version 1 (SYSV), statically linked, not stripped
603d14671f97d12db879cc1c7cd6abfa278bf46431ac73aeb6b3a4c4c2b16b9f: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, not stripped
6ce1739788b286cc539a9f24ef8c6488e11f42606189a7aa267742db90f7b18d: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), statically linked, not stripped
770363f9fd334c3f3c4ba0e05a2a0d4701f56a629b09365dfe874b2a277f4416: ELF 32-bit LSB executable, ARM, version 1 (ARM), statically linked, with debug_info, not stripped
7c8ba5f88b1c4689a64652f0b8f5e3922e83f9f73c7e165f3213de27c5fb4d05: ELF 32-bit MSB executable, PowerPC or cisco 4500, version 1 (SYSV), statically linked, not stripped
8090c3a1a930849df42f7f796d42e0211344e709a5ac15c2b4aca8ca41de2cd3: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), statically linked, not stripped
94a279397b8c19ec7def169884a096d4f85ce0e21ff9df0be3ce264ef4565ea7: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, not stripped
96bb3e5209e083544ea6a78bc6fc4ebc456e135a786d747718d936af3b063298: ELF 32-bit LSB executable, ARM, EABI4 version 1 (SYSV), statically linked, with debug_info, not 
stripped
a079dfd60b55a7d74dd32d49a984bea43665b8b225beceae5b272944889217f6: ELF 32-bit MSB executable, MIPS, MIPS-I version 1 (SYSV), statically linked, not stripped
cef15aa60dc2c09fe117e37e07399f0ef89dca9f930ce13ac1e29f8cf63d9a31: ELF 32-bit MSB executable, Motorola m68k, 68020, version 1 (SYSV), statically linked, not stripped
e984334bbdd1179aadbde949f7c1b0fb02b6c18cb4a56d146150853b18adfa79: ELF 32-bit LSB executable, MIPS, MIPS-I version 1 (SYSV), statically linked, not stripped
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Demo 2
Uptycs claims Mirai code is found in Gafgyt samples

https://www.uptycs.com/blog/mirai-code-re-use-in-gafgyt

1b3bb39a3d1eea8923ceb86528c8c38ecf9398da1bdf8b154e6b4d0d8798be49

https://www.uptycs.com/blog/mirai-code-re-use-in-gafgyt
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Procedure

• 1 - Download & compile source code for Mirai and Gafgyt

• 2 - Add “most prominent” functions in both families as IoCs

• 3 - Run r2diaphora comparing blog sample with IoC DB
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         [*] 9 matches for family 'Gafgyt'
                [...]

 address: 00404227
                name: sym.sendTLS
                ratio: 0.734
                bb1: 28
                bb2: 28
                description: Same rare MD Index
                type: partial
                matched_ioc_name: sym.sendJUNK
                ----------
                address: 004037c5
                name: sym.sendHOLD
                ratio: 0.732
                bb1: 30
                bb2: 30
                description: Same rare MD Index
                type: partial
                matched_ioc_name: sym.sendHOLD
                ----------
                address: 00401fd1
                name: sym.sendSTD
                ratio: 0.620
                bb1: 10
                bb2: 9
                description: Same rare constant
                type: partial
                matched_ioc_name: sym.SendSTDHEX
                ----------
                [...]

         [*] 1 matches for family 'Mirai'
                address: 0040b240
                name: sym.killer_kill_by_port
                ratio: 0.500
                bb1: 55
                bb2: 55
                description: Same rare constant
                type: partial
                matched_ioc_name: sym.killer_kill_by_port



© 2019 AT&T Intellectual Property. AT&T, Globe logo, and DIRECTV are registered trademarks and service marks of 
AT&T Intellectual Property and/or AT&T affiliated companies. All other marks are the property of their respective owners.

If you search for the SendHTTP function prototype on Google -> 
https://ideone.com/fork/ADE7RJ

////////////////////////////////////
// Orignal qBot Modified by xFyfa.//
//               v4               //
// Thanks to ZoneHax, Cheats, Narc//
// This bot is not to be shared   //
////////////////////////////////////
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• Keep optimizing performance
• Implement pseudocode primes hash
• Improve quality of matches
• Create a pip package

Future plans
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Code: https://github.com/FernandoDoming/diaphora

Links

https://github.com/FernandoDoming/diaphora


We are hiring!



if questions or feedback:
    answer()
else:
    farewell()


