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DISCLAIMER:

1. I wrote this training slide as a blue-teamer based on my r2 know-how & 
experience as radare2 users and tester, as a share-back knowledge to 
fellow blue teams in radare2 community in dealing bugs and how to 
handle them properly.

2. The talk is meant to be a non-operational with no-attribution and it is 
written to be as conceptual for education purpose; contains basic 
knowhow of radare2 tools in the unix like OS and other platforms.

3. The material is based on radare2.org base research we have, and there 
is no data nor information from other speaker’s profession or from other 
groups is included in any of these slides.
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○ Definition, Bugfix steps, target etc
○ Requirements

■ Human: QC human spec
■ Stuff: OS, Arch, exotic
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3. Practical test
○ Knowing the limit
○ Testing in action

4. Bug hunting
○ Playbook to handle bugs

5. Report
○ Test/Bug reports leads to next 

features in r2 miletones
○ Examples
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Chapter one  Introduction

“In r2land we use our cyber knowledge for a good 
purpose”



Introduction
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In this presentattion you are introduced to understand the development 
cycle of radare dev, how the testing and bugfix playing a big roles in it.

And it will be explained further how to handle situation when the bug 
occurred before or during analysis has been done with the radare2 binaries 
and its commonly used plugin.

The handling is the key, with the correct steps you all can help the radare2 
developer team to fix the bug quickly by following the presented way.

By helping in testing of radare2 products you are contributing much for the 
stability and maturity of the radare2 projects.

I am speaking about my experience on the subject and sharing this 
knowledge to you for the regeneration and continuation of the radare2.



About me (@unixfreaxjp)

1. Just another security guy:
- We help cyber incident victims at Cyber Emergency Center of 

LACERT Tokyo, Japan, I work as RE & cyber threat intrusion 
analyst.

- Security lecturer & activist from team LACERT in FIRST dot org
- Write a lot of “r2 related stuff” in blog.malwaremustdie.org

2. The radare2 community:
- Helping trufae at r2 works for stable version’s test / bug hunt / QC.
- Old “radare (without 2)” user since 2007, switched to “radar 

(without2)” at FreeBSD port (2011) & joined radare2 dev at Github 
community from 2012-2013

- Sharing “howto” use radare2 in social media since 2012
- Co-builder of 1st radare2 full decompiler preinstall OS (TsurugiLinux) 

Co-maintainer of R2JP (radare2 Japan community).
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I have executed a roadmap on sharing practical r2 know-how on binary 
analysis in a series of talks on sequel of events below:

About my other radare2 talks & its sequels
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Year Event Theme Description

2017 AVTOKYO Intro of radare2 in Japan First JP workshop radare2 & R2JP est.

2018 R2CON Unpacking a non-unpackable ELF custom packed binary dissection r2

2019 HACKLU Linux Fileless injection Post exploitation today on Linux systems

2019 SECCON Decompiling in NIX shells Forensics & binary analysis w/shell tools

2020
(Spt)

R2CON Okay, so you don’t like 
shellcode too?

Shellcode (part1 / beginner)
For radare2 users

2020
(Oct)

ROOTCON A deeper diving on 
shellcode..

Shellcode (part2 / advanced)
for blue team DFIR analysts

2021 SECCON Shellcode workshop  11h r2 & shellcode analysis (Japanese, online)

2021 Texas Cyber Shellcode briefs 2h r2 & shellcode analysis (English, online)

2022 TBD Radare2 forensics workhop TBD
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Chapter two  Why testing is needed

9

“All good knowhow starts from the basics”



Why testing in r2 is needed & how?
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Testing is an important steps for stable released versions in radare2 dev 
programs. Radare2 development is defined by set of milestones, that each 
milestones is a new base of development explaining new base  of features 
to be implemented in next release, to be added w/more dev’ed features.

 { Major (5) . Minor(4) } . “2” 

For example in radare2 version 5.4.2, it has below meaning:
- Major version is 5, w/ new base milestone (see the github)
- Which is developed w/ additional features 4 times 

(hence the minor version = 4)
- And has been maintained for bugfixes 2 times since Minor ver release.

For the testing department every version means:
                                                                <= this is what testing resulted



Testing requirements needed are:
- Target (supported OS, architecture of CPU)
- Who?

- CI (Travis)
- Human (anyone with skillset)

- Time (Human)
- Generic platforms (Servers & Desktops) = overall 1 day (～24h) 

- x86/AMD(32/64) WinOSX/Linux, ARM/MIPS(32/64)  Linux/BSD
- Mobile generics

- Android = 1 day (～24h)
- iOS = ask pancake :)

- Extended platform test (included embedded platforms)
- Embedded CPU build test = 1 CPU per day (～24h)

- Blind bugfix support = ～ +/- 1 week in average per bug

Requirement for testing 

11



So… Who does the test?
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Travis CI



So… Who does the test?
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Travis CI - Merit vs Demerit

Merit:
- Faster check
- Github integrated - automation testing in every/after merge of new code
- Useful for developer to instantly check/adjust their works w/trial-error

Demerit:
- Supporting only limited specific build environment configuration of a 

platform only
- Not supporting one OS with having multiple ways to setup the build 

environments
- Missing mostly build bugs
- Developer tends to not maintaining their CI distribution much



So… Who does the test?
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Human



So… Who does the test?
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Human - Merit vs Demerit

Merit:
- More thorough check than CI
- Can be a team, which:

- the bigger test platform resources the bigger scope of tests can be 
performed

- can delegate test works & platforms maintenance
- Can cover testing for build, bugs-fixing and troubleshooting
- Capable to do QC or QA for the stable versions

Demerit:
- Needs dedication, resource, skillset and time
- Can not be done instantly and needs regularly planned



The “human” test process of radare2 major versions 5 
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The roadmap to a stability & portability in a r2 version

5.0.0 - version released               <= base feature released
5.1.0 - feature addition released  <= feature’s development

5.2.0 - feature addition release    <= testing performed
5.2.1 - stable, bug fix released     <= full test result, stable

5.3.0 - feature addition released   <= testing performed
5.3.1 - stable, bug fix released     <= full test result, stable

5.4.0 - feature addition released   <= testing performed
5.4.1 - 1st bug fix goes to git         <= testing performed
5.4.2 - stable, bug fix released      <= full test result, lastest-stable

Legend:

Alert 1
Alert 2
Alert 3
All cleared



OS used in tests

17

Supported OS for generic tests are:
- Mac OS X
- Linux
- FreeBSD / OpenBSD / NetBSD
- Windows
- Android
- (for iOS ask pancake)

Which supported OS versions are:

- Long term supported OS (we don’t test unsupported OS)
- Specific device / OS distro that is having specific OS version can be 

supported seperately with dedicated maintainer i.e. Gameboy, 
ReaktOS, Tsurugi Linux, Linux Hobbyist with “Exotic CPU” 



CPU Architecture in tests
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Architecture used for regular tests are:
- Intel 32
- AMD 64
- ARM 32 64
- MIPS 32 64
- PPC 32. 64
- Windows 32 64

Extention tests:

- ARM M1 - Darwin OSX (64bits)
- ARM Cortex 57a Linux Debian (64bits) 
- ARMv5te Kirkwood FreeBSD (64bits) 
- etc



Approach in radare2 regular tests
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Production test
- Aiming new feature checks

Bug fixing test
- Pinning a kown bug

- On one platform
- On overall platforms 

Stability & portability test
- Compatibility on OS, Architecture & Devices
- Backup and restore



Dealing with r2 plugins 
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Understanding r2pm
- How r2pm install the plugin 
- Where all of the stuff after a plugin is installed
- Where is the source of the plugin and which commit is now installed
- How to backup your plugins
- How that plugin is integrated to r2.. Read the r2book:
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Chapter three  Practical test
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"A journey of thousand miles starts from a step"



Knowing the limitation for radare2 fuctionalities
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Several limitation in analysis can be misunderstood as bug if, i.e. :

Debugging
- Several systems doesn’t support software breakpoints

And some cpu has limit of hardware breakpoints, i.e. in x86 < 5
- You can ruin a process opcode if you don’t e io.cache =1

ESIL
- You can’t force ESIL to do backtrace without setting the aeip

Plugins
- R2dec: You can’t run pdd on non-intel platforms
- R2ghidra: You have to install r2ghidra integration to r2 via radare-pm

etc..



Demonstration

24

Build test

- System wide installation
- User space installation

Basic tests

- Interface (pipes, etc commands, visual, HUD)
- Static analysis (parser on several arch binaries)
- Debugging (invoked from -d and ood)
- ESIL

Test build reporting 

- (several examples)
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Chapter four Bug hunting

26

“The best prepared team wins - learn from the best”



Playbook to handle a bug in radare2 project
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What packages to test:
 - radare2 core bins
 - commonly used plugins

    What usage functionality to test:
        - binary analysis
            - via radare2 binary (main interface)
            - via components (rabin2, rax2, ragg2, rahash2 etc)
        - forensics (commands , load test)

                         How to QC Testing approach (r2core)
                         - build fail
                         - basic functionality interface (parser, cmd, visual, HUD)
                         - basic functios(ESIL, debugging, carving)
                         - standard regression in usage (limited to know bugs)



Playbook to handle a bug in radare2 project
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(cont’d)

How to test plugins
- knowing every plugin matched to specific r2 versions
- test plugins that are (only) maintained by radare2 main stream
- start with commonly used plugins (r2ghidra, r2frida, etc)

    Knowing the limitations so far:
     - we can’t test them all : plugins , user interface
     - few distribution support plugins and interface
     - you can trace the build commit openly but not for plugin..



Current bugfix scheme in radare2 Github



Knowhow you need to troubleshoot bugs
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Always refer to what pancake is working with, it is described in this slides. 

Three things you need to know from there, which are:

- Directory structure
- Code structure
- Base building process



Knowhow you need to troubleshoot bugs
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Understanding : Directory structure (i.e.: /libr /binr /shlr .. )



Knowhow you need to troubleshoot bugs

32

Understanding : Code related structure



Knowhow you need to troubleshoot bugs
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Understanding : Base building process



Use more reference - r2book
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Use more reference - r2 project’s resources links
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Use more reference - or this one...
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Chapter five Report
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“Documentation is everything..”



Bug Reporting

What to be included in a bug report:

- The background story 
- Environment information
- The bug visualization 

- Screenshot
- Video
- Smart playback shell interface

- How did you install radare2
- Description of bug affected components
- The bug regeneration information (commands, setup, usage etc)
- (optional) The problem source
- (optional) Advise on how to bugfix
- (optional) The sample, scripts, etc data that caused the bug



Bug Reporting - Environment

 - r2 version
 - OS version
 - suppl:
   Date, etc

   



Bug Reporting - Visualization

 - Screenshot
 - Video
 - Playback
   etc

   



Bug Reporting - Clear bug description



Bug Reporting - Solution & PoC



Bug Reporting - Workaround



Bug Reporting

(Several examples of the explained points below)

- The background story 
- Environment information
- The bug visualization 

- Screenshot
- Video
- Smart playback shell interface

- How did you install radare2
- Description of bug affected components
- The bug regeneration information (commands, setup, usage etc)
- (optional) The problem source
- (optional) Advise on how to bugfix
- (optional) The sample that caused the bug



Question(s)?
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Salutation and thank you 

Thanks for watching and help us to test radare2!

Kudos: pancake & greets to other friends in r2 community

Quiz: Which area of Japan were these photographs taken?

You can reach me at twitter by DM to @malwaremustd1e

                                     @unixfreaxjp Oct, 2021 - r2jp, mmd
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