‘1 <4<

Devirtualizing VM-Based
Obfuscation in Android

#r2con2025

Ahmethan Gultekin

IN /in/ahmethangultekin

]I BYTERIA



‘1 < < Devirtualizing VM-Based Obfuscation in Android

Ahmethan Gultekin

o founder of Byteria
. mobile researching - reverse engineering
. public talks / private trainings

I BYTERIA




Devirtualizing VM-Based Obfuscation in Android

Agenda:

e |ntroduction to VM fundamentals
VM Hardening Techniques

e Devirtualizing VM-based Protection (PairlP Protection)
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Devirtualizing VM-Based Obfuscation in Android

Understanding Virtual Machine
Fundamentals



Devirtualizing VM-Based Obfuscation in Android

Virtual Machine Basics:

e A virtual machine takes normal instructions and converts them into custom
opcodes.

e Each opcode is processed by a small function called a handler, while a dispatcher
runs the loop that fetches, decodes, and executes them.

e This extra layer changes how the code looks and makes reverse engineering much
more difficult.
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Devirtualizing VM-Based Obfuscation in Android

From Instructions to VM Bytecode

lllllllllllllllllllllllllllllll

lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

mov eax, 5 mov eax,5 - vpush(Ox5) i vpush(Ox3) 2A 05000000
— | .y P opusheax P i movebe4ovpushiod) | i YPUShOxf b 2404000000
: mov ebx, 4 : i mul eax, ebx » vmul : : vmul : 3B
Program ! mul eax, ebx : push3 - vpush(0x3) vpush(Ox3) 2A 03 00 00 0O
: oush 3 : : : vmul 3B :
mul eax eeerrreeenr e nne st : reteeree et : TSR :
: VM Mapping VM Handlers VM Bytecode

* Q)
-------------------------------

Original Code
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Devirtualizing VM-Based Obfuscation in Android

Bytecode Analysis
2A 05000000 2A04000000 3B 2A03000000 3B
. 1 byte opcode + optional operand

Bytecode Decoded VM Assembly High-Level Code
2A 05 = s > VpUSh(5) N inteax =5

Y N0V > VPUSh(4)  wreresmmsmsmsmsmsmsnssisnnnnsd int ebx = 4

BB ......................................... > VmU|(5X4) EEssEmEEEEEEEEEEEEEsEEEssEEEEEEEEEnnanns) |nt res = eax * ebX
2A 03 ......................................... > VpUSh(3) T T T T T PP TP T TP T PP PEPFPRPFTRT. 3 res = res * 3
3B = eeeresesssesseesssesssesessessses > VMUI(20*3) rrreerrmemmrsrmssmsssnisnninnnd // final result is 60
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Devirtualizing VM-Based Obfuscation in Android

Virtual Machine Basics:

.............................................................................. > e VM Entry: entry point into the virtual
machine, initializes context/state, jumps
into the interpreter loop

JCLTCTEETTEECUPETTPECUEITTEELTRIIEECLPRE > e VM EXxit: termination of the virtual
: machine, loop ends, context cleaned,
returns control to native code
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Devirtualizing VM-Based Obfuscation in Android

Virtual Machine Basics:

&vm_push

&vm_pop
---------- 3 &Vm_add

L 7 FDE |- > &vm_sub

! &vm_mul

&vm_div

VM Dispatcher: decode step, reads
current opcode, looks up the handler in
the table, jumps via indirect call/bir

Fetch-Decode-Execution Cycle
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Virtual Machine Basics:

! ! ! ! !
1 1 | 1 |
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&vm_push

&vm_pop

FDE

&vm_add

-------- > &Vm_SUb

llllll
L4
*

&vm_mul

&vm_div

L]
-
‘0
-------------------------------------- )

e each handler represent the 1 opcode. (per

opcode)

VM Handler: code block that
implements the semantics of a single
opcode (e.g., push, add, jmp)



Devirtualizing VM-Based Obfuscation in Android

Virtual Machine Basics:

* Function Prologue: reserve space on stack, save frame pointer & return address ,setup new stack
frame

e Function Epilogue: prepare return value, restore saved registers, clean

stack & ret back

824:

(int64_t argl, inté4_t arg_4@h);

"— args(x@, splex4@..0x40]) vars(4:splOx1@..8x38])

L

Ox79942b4498
Ox79942b449¢c
Bx79942b44ab
Ox79942b44ak
Ox79942b44a8
Ox79942b44ac
Ox79942b44b0
Bx79942b44b4
Bx79942b44b8s
Bx79942b44be
0x79942b44cO

0x79942b44ch
Bx79942b44cB
8x79942bb4cc
0x79942b44d0

59ffff17
aBe35ff8
8315489
80008852
1f2883d5
cl5bect@
a2fefffe
420c1c9l
beeb®194
bfc31fb8
81600014

XREFS: CODE @x79942b41d@

a@c35fb8
fd7b43a9
T1830191

c0035fdé6

b @x79942b41fc

ldur x8, [x29, -6x10]
ldr x3, [x8, @x1e28]

mov we, 4
nop

adr x1, 0x799428d@26
adrp x2, Ox799428b006
add x2, x2, 0x703

bl ex799432f3be

stur wzr, [x29, —-4]

b @x79942b44ch

@x79942b42cc

CODE ©@x79942b4370 CODE @x79942b43d@

ldur we, [x29, -4]
ldp x29, x30, [var_3eh]
add sp, sp, ©x4@

ret

[0x79942b419c1> [}

prologue concept
(0x79942b419c~0x79942b41a8)

epilogue concept
(0x79942b44c4~0x79942b44d0)
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Devirtualizing VM-Based Obfuscation in Android

Virtual Machine Basics:

e Function Prologue: reserve space on stack, save frame pointer & return address ,setup new stack
frame

 Function Epilogue: prepare return value, restore saved registers, clean
stack & ret back

824: fcn.79942b41%c (inté4_t argl, inté4_t arg_&6h);
‘— args(x@, sp[@x4@..8x40]) vars(4:sp[@xl1e..0x38])

Bx79942b419¢c ffe3eldli sub sp, sp, Ox4@
0x79942b41a0 fd7b@3a9 stp x29, x38, [var_3eh]
Bx79942b4las fdc38091 add x29, sp, ©x38
@x79942b41a8 aee31ffs stur x@, [x29, -exiel
Bx79942b4lac a8@35ff8 ldur x8, [x29, -8xle]
@x79942b41be c880e8bs4 cbz x8, @x79942b41c8
0x79942b41bs 01000014 b @x79942b41b8
|:< : CODE XREF from fcn.79942b419c @ @x79942b4lb4(x)

> Bx79942b41b8 aBe3asffs ldur x8, [x29, -@x1@]
Bx79942b41be 980148f9 ldr x8, [x8, exleee]
B8x79942b41cO a8eeeebs cbnz x8, @x79942b41d4
@x79942b41ck 01000814 b Bx79942b41c8

| L_ : CODE XREF from fcn.79942b419c @ @x79942b4lc4(x)

> Bx79942b41c8 88608812 mov w8, -1
@x79942b4lce a8c31fbs stur w8, [x29, -4]
8x79942b41de bdeeeals b @x79942b44ch

> @x79942b41d4 a8e3s5ff8 ldur x8, [x29, -8x1@]
Bx79942b41d8 890482d2 mov x9, 8x1824
Bx79942b41dc 83696938 ldrb w3, [x8, x9]

prologue concept epilogue concept
(0x79942b419¢c~0x79942b41a8) (0x79942b44c4~0x79942b44d0)

|1 BYTERIA



Devirtualizing VM-Based Obfuscation in Android

Virtual Machine Types:

Stack

Stack-Based VM: PUSh 5 «wereeeranaes: > 5

e Operands are pushed and popped from a stack. ush 3

e Instructions are simple and compact then Register-Based VM P

add
Registers

Register-Based VM:

e Operands are pushed and popped from a stack.

» |nstructions are simple and compact than Register-Based VM

r1 r2 r3
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Devirtualizing VM-Based Obfuscation in Android

Virtual Machine Types:

Stack

Stack-Based VM: push 5 3

e Operands are pushed and popped from a stack. ush 3 5 5

e Instructions are simple and compact then Register-Based VM P

add
Registers

Register-Based VM:

e Operands are pushed and popped from a stack.

» |nstructions are simple and compact than Register-Based VM

r1 r2 r3

|1 BYTERIA



Devirtualizing VM-Based Obfuscation in Android

Virtual Machine Types:

Stack

Stack-Based VM: push 5

e Operands are pushed and popped from a stack. ush 3

e Instructions are simple and compact then Register-Based VM P 3

210j0]  coscoooccoacooac >»
Registers

Register-Based VM:

e Operands are pushed and popped from a stack.

» |nstructions are simple and compact than Register-Based VM

r1 r2 r3
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Devirtualizing VM-Based Obfuscation in Android

Virtual Machine Types:

Stack
Stack-Based VM: push 5
e Operands are pushed and popped from a stack. ush 3
e Instructions are simple and compact then Register-Based VM P 3
210j0]  coscoooccoacooac >»
Registers
mov r1, 5
Register-Based VM:
e Operands are pushed and popped from a stack.
» |nstructions are simple and compact than Register-Based VM 5
r1 r2 r3
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Devirtualizing VM-Based Obfuscation in Android

Virtual Machine Types:

Stack
Stack-Based VM: push 5
e Operands are pushed and popped from a stack. ush 3
e Instructions are simple and compact then Register-Based VM P 3
210j0]  coscoooccoacooac >»
Registers
mov r1, 5 mov r2, 3
Register-Based VM:
e Operands are pushed and popped from a stack.
» |nstructions are simple and compact than Register-Based VM 5 3
r1 r2 r3
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Devirtualizing VM-Based Obfuscation in Android

Virtual Machine Types:

Stack
Stack-Based VM: push 5
e Operands are pushed and popped from a stack. ush 3
» |nstructions are simple and compact then Register-Based VM P 3
210j0]  coscoooccoacooac >»
Registers
mov ril, 5 mov r2, 3 add r3, r1, r2
Register-Based VM:
e Operands are pushed and popped from a stack.
» |nstructions are simple and compact than Register-Based VM 5 3 8
r1 r2 r3
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Virtual Machine Hardening



Devirtualizing VM-Based Obfuscation in Android

Duplicating VM Handlers:

o Duplicate the same handler to shuffle the VM table

Handler Table

h J vm_handler 0
24 h’
vm_handler_1
” h”
> h vm_handler 2
h

a®
s
a®
at
a®
a®
a®
a®
a®
““““
.
a®
a®
a®
a®
a®
a®
a®
a®

ty
Ny
gy
Ty
Ty
Ny
gy
Ty
y
......
Ny
uy
gy
y
Ny
Ty
g
uy
[
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Devirtualizing VM-Based Obfuscation in Android

Control Flow Flattening

» Hides the real execution order by breaking normal program structure into a dispatcher-based flow

e |tintroduces artificial branches and loops, making reverse engineering significantly more complex

I1 BYTERIA Normal Program CFG Flattened Program CFG



Devirtualizing VM-Based Obfuscation in Android

Hash-based Dlspatchlng Hash-based Dispatcher VM

* Uses FNV-1 32-bit hashes as opcodes instead of sequential values
e Makes static analysis harder (cannot guess next opcode) Bytecode: [0x63cb2efb] [0xa7c8e72a] [0x5509178b] ...
e Prevents trivial patching (must recompute hash)

PC (Program Counter)

Example: |

Normal VM: 0x01, 0x02, 0x03 (predictable) Fetch Operation = bytecode[PC] (32-bit hash)
Hash-based Dispatching VM: 0x63cb2efb, 0x781245d6, 0xb663b663 (hash values) ‘

Hash Dispatcher
we will see its use in real life on the next pages :) (if-else chain)

if (opcode == 0x63cb2efb) — INIT Handler
- if (opcode == Oxa7c8e72a) — ARITHMETIC Handler

. if (opcode == 0x5509178b) — XOR Handler

. if (opcode == 0xb663b663) — LOAD Handler
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Devirtualizing VM-Based Obfuscation in Android

Real-Life Examples
(PairlP Protection)



Devirtualizing VM-Based Obfuscation in Android

What is the PairlP?

Play’s server App's server App Inregrity API

on non-critical path

preparentegrity Token(cloudProjectNumber)

e PairlP has similar mechanisms to Safetynet as basic checks. It
subjects your device to a security check by performing an integrity _ :| Hams P
check on the device ‘ e

on critical path (when
attestation is required)

standard TokenProvider.request(requestHash)

e \/M-based infrastructure ,

token

token

e Every handler processes a VM instruction in a fixed pipeline: decrypt & verify the token

token payload

decision outcomes

e parse operands — execute logic — hash/verify (e.g. FNV-1)

Play’s server App's server App Integrity API

* heavy obfuscated VM methods, encrypted bytecodes, hash-based
dispatcher VM Play integrity and signing

services o . ]
Google Play's integrity and signing services help you

to ensure that users experience your apps and games
in the way you intend. I .

Play Integrity APl docs

|1 BYTERIA



Devirtualizing VM-Based Obfuscation in Android
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executeVM method CFG
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Devirtualizing VM-Based Obfuscation in Android

Technical Analysis

assets

B 5ehwars9FXAf8Gpa

» bytecode files storing in assets/ folder B ajson

R B4Xz1P3JSIiMScli
» bytecodes are executed by invoke() method on Java side. basic call-tree like e e TS

invoke() — getVmByteCode() — executeVM() — return executeVM,;

MId8si

» the encrypted byte codes are first decrypted in the execute VM method. . e
executeVM method is registered using the RegisterNatives JNI method. e

1+ VMRunner.invoke: [] Muto search
Search definitions of: Search options: Limit to package:
Ciass | | Method | | Field v/ Code | Resource | |Comments  [v| Case-insensitive | Regex | | Active tab only

. . . . . . . Node
) executeVM methOd |S not eXISt N SO Ilbrary (because Implementlng Wlth ‘m androidx.glance.appwidget.MyPackageReplacedReceiver.onReceive({Context VMRunner. invoke("'LUwkvZgrSpqoM4PE”, new Obiect[]{this, context, intent
'm androidx.glance.appwidget.UnmanagedSessionReceiver.onReceive(Context, VMRunner. invoke ("VxG6e5hERjLHWWgT", new Object[]{this, context, intent
M com.pairip.StartupLauncher. launch() void VMRunner.invoke(startupProgramMame, null);

1 1 I ’ i 1 % com.pairip. ; lassi. ; ile, ;
RegisterNatives call). if we want to look closer, we'll need to pull it from runtime R e e IRRIRRGEEINORR oo ens M ns 0vct1€this, conte, intens
‘m, androidx.work.impl.background. systemalarm.RescheduleReceiver,onReceiv VMRunner.invoke("MEidEKmTUDGFtOF@", new Object[]{this, context, intent
', androidx.work.impl.utils.ForceStopRunnable$BroadcastReceiver.onReceiv VMRunner. invoke (" rLChoktSMQmexZhu"

l I lel I IOry. m livekit.org.webrtc.NetworkMonitorAutoDetect.onReceive(Context, Intent VMRunner.invoke("kcOPdwlFtjr5vold"”
m livekit.org.webrtc.NetworkMonitorAutoDetect.WifiDirectManagerDelegate VMRunner. invoke ("M5ZtKXzkHB]INSne™

new Object[]{this, context, intent
new Object[]{this, context, intent
new Object[]{this, context, intent
new Object[]{this, context, intent
new Object[]{this, context, intent

m, com.revenuecat.purchases.amazon.purchasing.ProxyAmazonBillingActivity VMRunner.invoke("2fgoDIf2cSWr3nLt™,

‘m, androidx.glance.appwidget.action.ActionCallbackBroadcastReceiver.onRe VMRunner.invoke (" qpHlndB4xLkWStEC",

‘'mandroidx.work,impl.background.systemalarm.ConstraintProxylpdateReceiv VMRunner.invoke("tFqtdIInCzwSgS5sZ", new Object[]{this, context, intent

‘m,dd.d.onReceive (Context, Intent) void VMRunner. invoke("Jbp8a9VihJOAMPAU™, new Object[]{this, context, intent

fll h IAP I ) k h 1 m, ve®.w2,onReceive(Context, Intent) void VMRunner. invoke("9YvS33hdATBVFUdN", new Object[]{this, context, intent
L a” byteCOde I eS ave . magIC. bUt We dOn t nOW W at It meanS. ‘mnj.e.onReceive(Context, Intent) void VMRunner. invoke (" uHFDmFtpw@uvIWEA", new Object[]{this, context, intent
‘n, com.openai.feature.notification.impl.NotificationBroadcastReceiver.or VMRunner.invoke (" dW3NhgW9BZGiHUalL", new Object[]{this, context, intent

‘% com.openai.feature.widget.WidgetInstallBroadcastReceiver.onReceive (Cc VMRunner.invoke (" rnDz3v1QMbV7yeNV", new Object[1{this, context, intent

m jt.f.onReceive(Context, Intent) void VMRunner.invoke("Y6yicGXdgQpj0zjP", new Object[]{this, context, intent

‘n, com.google.android.datatransport. runtime.scheduling. jobscheduling.Al: YMRunner.invoke("7v40UPwmJ4KNRDdw", new Object[]{this, context, intent

m u9.a.onReceive(Context, Intent) void VMRunner. invoke("A83KY53vjUubZ(ee"”, new Object[]{this, context, intent

‘m yB.e.onReceive(Context, Intent) void VMRunner.invoke (" TCLx0BZdgtoMttvg"”, new Object[]{this, context, intent

‘m androidx.work.impl.diagnostics.DiagnosticsReceiver.onReceive(Context, YMRunner.invoke("EXLAuLUVoo8Lat0I", new Object[]{this, context, intent

Load all Load mone Stop Found 22 (complete) Sort resuits

Keep opan [[Open | Cancel
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Devirtualizing VM-Based Obfuscation in Android

Technical Analysis - Frida Step

enumerateSymbols — get RegisterNatives offset — Interceptor — hook do dlopen —
if libpairipcore.so loaded — hook RegisterNatives — get executeVM offset

@x6a3bd: h #8x782777f8108
460887998 TcTcsd
peee7a98ffbad@
x0=b400007998fcT7c30
x8=b480007a98f fbase
xB=b460007998fcTc30
x0=b420087998c7c30
Module: libpairipcore.so
- iZ2b708888
et in module: @x5@dfe
782b758df8
x 4808087998 TcTc30
Module: 1 r Ore.so

[+] RegisterNatives called
JNIEnv#: @xb4000@7998fc7c30
jclass: @x7bfl32f029
JNINativeMethod=*: @x7fc6fa37a8
nMethods: @x1
Method [@] =
name: executeVM
signature: ( B Ljava/lang/Object;)Ljava/lang/Object;
fnPtr: @x7B82b75@dfa
ghidraOffset: @x150dfe
Ghidra offset: @xl150dfe
[+] executeVM function's memory dump:

@ 1 2 3 4 5 7 8 9 A 0123456 789ABCDEF

doeeeoad ff 83 @1 d1 fe 67

doeee0ld fo6 57 @4 a9 f5 @3 02 aa 4 ; ) 59 3 N, [ |
7

a9 el @ 2 aa f 20aooltbooans g—ac

Offset in module: @x5S@dfeé
x8=78cdelf5a0

f9
9
aa
aa
aa

pogeee20 T3 @3 @3 aa 1
00000030 088 @0 40 9 @8 ¢
00oee040 d7 Te
00000050 e2
00000060 e
ooeeea7e e4d
ooeeease el
0o00ee90 T3
0o00e0ad

foeoeebd T4

x@=b460087998fcTc30
Modu libart.so
B BxT8cdd4d ]

Offset in module: @xalf5a@
®B=78c4adTebs symbol name

x0=b480007998fcTc30

Module: libart.so

Base: @x78c44008000

Offset in module: @x6@7ebd

Symbol: _ZN3art3JINIILb@EE1SRegisterNativesEP7_JNIEnvP7_jclassPK15ININativeMethodi

& W
(=1

o]
W ow W

=]
w

8

=]
=

b
=

a8

W W W
=]

=

I A

=
=4

sel@sssnsnnaloans

«0E..WD.._C..gB.

s
=

RegisterNatives offset execute VM() offset found with RegisterNatives
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Devirtualizing VM-Based Obfuscation in Android

Technical Analysis - r2 Step

PairlP has heavy VM-obfuscated structure.

dynamic opcode table (changes at runtime)
bytecode verification with FNV-1 hash

executing encrypted bytecodes (in assets/ folder)
address obfuscation (virtual memory)

string obfuscation

and a lot of VM hardening techniques..

let’s take a closer look..
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Devirtualizing VM-Based Obfuscation in Android

Technical Analysis - Bytecode Integrity Check

[exe0852ddc]> pd 1@

for the bytecode integrity checks, PairlP uses FNV-1 hash.

hashes each instruction during execution, compares with expected
opcode — if mismatch, VM crashes

- . FNV-1 constant initialization
prevents bytecode modification attacks

4d7d4]> s @x52cac

52cac]>
formula: (pdg output) o mov xé,
mov wl, wzr
movk x6,

uVar36 = uVar36 * 0x100000001b3 * param_3; 0x00052cac]>

FNV-1 prime initialization

disadvantages for RE:

« Hard to identify opcodes px00052¢6¢ 1> pd 16
L4 Random'IOOking haSheS : y. mul x1, x1, x3

! 226z vy Lk, Al
e Obfuscated flow : F7c4093 x15, W0

wlé, wlé,
VO, we,

o sials gal, 5

eor wl2, wl4, wil2
udiv wls, wl2, w8
msub wl2, wlb5, w8, wil2

FNV-1 hash loop

I BYTERIA



Devirtualizing VM-Based Obfuscation in Android

Technical Analysis - Bytecode Integrity Check

Traditional VM:

Bytecode: [01] [02] [03] [04] [05] ...

PC (Program Counter)
Fetch Operation = bytecode[PC]
DISPATCHER

case 0x01: — ADD Handler

. case 0x02: — SUB Handler

[, case 0x03: — MUL Handler

L, case 0x04: — DIV Handler

|1 BYTERIA



Devirtualizing VM-Based Obfuscation in Android

Technical Analysis - Bytecode Integrity Check

Traditional VM:

Bytecode: [01] [02] [03] [04] [05] ...

PC (Program Counter)
Fetch Operation = bytecode[PC]
DISPATCHER

case 0x01: — ADD Handler

case 0x02: — SUB Handler

case 0x03: — MUL Handler

case 0x04: — DIV Handler

|1 BYTERIA

Hash-based Dispatcher VM

Bytecode: [0x63cb2efb] [0xa7c8e72a] [0x5509178b] ...

PC (Program Counter)

Fetch Operation = bytecode[PC] (32-bit hash)

Hash Dispatcher
(if-else chain)

if (opcode == 0x63cb2efb) — INIT Handler

- if (opcode == 0xa7c8e72a) — ARITHMETIC Handler

- if (opcode == 0x5509178b) — XOR Handler

. if (opcode == 0xb663b663) — LOAD Handler



Devirtualizing VM-Based Obfuscation in Android

Technical Analysis - Bytecode Integrity Check

for Hash-based dispatcher VM

for traditional VM opcode = read_from_bytecode();
(opcode == 0x758fee41) {

do_call();

(opcode) { )

0x01: do_add();
0x02: do_sub();

(opcode == 0x63cb2efb) {
do_init();

0x03: do_mul(); }

(opcode == 0x9cad4d828) {
do_goto();

}

BYTERIA



Devirtualizing VM-Based Obfuscation in Android

Technical Analysis - Opcode Analysis

« 32-bit immediates cannot fit in a single instruction

solution: split into two 16-bit parts using mov + movk pattern

mov wX, LOW_16 — Load lower 16 bits (clears register)
movk wX, HIGH_16 — Keep and merge upper 16 bits (Isl 16)

« opcodes are hashes. used directly for comparison
example: 0x758fee41 = FNV1("CALL instruction bytes")

these opcodes are not static values, changes at runtime.

I BYTERIA

mov w8, Oxee41 => 0x0000 ee41
movk w8, 0x758f, Isl 16 => 0x758f_0000

w8: 0x758feed1

mov w8, 0x45d6 => 0x0000_45d6
movk w8, 0x7812, Isl 16 => 0x7812_0000

w8: 0x781245d6

mov w21, 0x2fb => 0x0000_2efb
movk w21, 0x63cb, Isl 16 => 0x63cb_0000

w21: 0x63cb2efb

mov w24, 0xd828 => 0x0000_d828
movk w24, 0x9ca4, Isl 16 => 0x9ca4_0000

w24: 0x9cad4d828



Devirtualizing VM-Based Obfuscation in Android

Technical Analysis - Opcode Analysis

« let’'s see how to work Google’s opcodes 0x781245d6 opcode’s handler. (0x4da94)

cl> s @x4da9s

+]> s @x4d56¢ > pd 10

- pd 10

mov w8, 0x45d6 => 0x0000 45d6
movk w8, 0x7812, Isl 16 => 0x7812_0000

Load arguments from stack (arg1, arg2)

Call native function at 0x5d7b8 using bl instruction
Check return value with tst

Set next opcode (0x7931ab5a or w21 based on condition)
Return to dispatcher to continue VM execution

w8: 0x781245d6

after that, branch to 0x4da94 handler.

these opcodes are not static values, changes at runtime.

|1 BYTERIA



Devirtualizing VM-Based Obfuscation in Android

Technical Analysis - Opcode Analysis

for now, we know PairlP VM uses mov/movk pattern for opcode
construction

maybe we can automate this using the r2pipe API?

Parse disassembly JSON, find patterns, construct opcodes

the pattern is:

mov w8, 0x2efb «— LOW 16 bits
movk w8, 0x63cb, Is| 16 — HIGH 16 bits

Result: 0x63cb2efb «— 32-bit opcode

these opcodes are not static values, changes at runtime.
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Technical Analysis - Opcode Analysis

Result:

(venv) python3 r2_opcode extractor_rZpipe.py libpairipcore.so.dump

Extracted Opcodes:
[765962518, 1426659211, 1972366912, 1972366913, 2014463446, 2628048936, 2814961450, 2921873583, 3059988067, 3079271189, 3428144084]

Total: 11 opcodes
Dispatcher register: w8

& these opcodes are not static values, changes at runtime.
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Technical Analysis - Opcode Analysis

& these opcodes are not static values, changes at runtime.

|1 BYTERIA

Opcode Name Description

ODxldeaadel INITIAL STATE Initial dispatcher value at VM entry
Dx2da7a%lé SETUP VM initialization and environment setup
Dx5509178b XOR_OP XOR operation with constant 0x7f55
Ox&3cb2efb INIT Entry point opcode (first executed)
Ox758feedl CLEANUP Clean up resources and free memory
Dx781245d6 CALL_2 Function call with 2 arguments
Dx8caddB8zs GOTO Unconditional jump to bytecode address
Dxa7cBeT72a ARITHMETIC Complex arithmetic (add/sub/mul/div)
Dxb&63b6a62 BOUNDARY CHK Loop boundary check

Oxb663b663 LOAD_BYTECODE Load bytecode from PC and increment
Dxb7B89£315 LOOP_CHECK Loop counter check (continue/break)
ODxbcef0d0f STACK_PUSH Push value onto VM stack
Oxcc5553d4 EXIT Exit VM and return to JNI
Dxfb7daZed STACK_POP Pop value from VM stack
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@x1752f -1 256 data.vmcode | head -16

TEChnicaI AnalySiS - String Encryption 2f44 37b6 7751 318f 3940 1311 ..+./D7..QL.9@..

PeP1753f: 37da 4f22 5f54 9700 1d3b aéb4 =*.8.7.0"_T...;.T
POR17B4T: 8cB86 feb7 c9c2?2 afaf 5fba 71lel '..P...Q...

Pee1755f: 2ebt 4333 Baab ebea 928 59f1
8ee1756fT: 287 dBbé 8ecd aB23 b36T dB8ie
eee1757f: cla® &ac2 2856 77d9 43fc 926b
Pee1758f: 68b8 f7d4 24ac ad2d 8857 92Ba
. . . P@R1759f: 65d9 aba8 d193 8791 &6Fff5 63eb
Google, using same magic key for all bytecode files. (not .I1AP) St S P TR BT T (T
. . . . . . Pee175bf: b5d1l d956@8 5f6c 4918 78a2 168
this key length is 5803 and it using for string encryption process. Eecasa s i e
Pee175df: d70e @485 a4B85 b526 cfbc 16d3
Pep175ef: blfb 34f8 1676 9296 e3ee 97f1
. . eeel175ff: @f18 3a5e 2ffe 141a ddlb e%71
it can be found heuristic scan technique. 00017607 : f2a0 ca22 7d91 cdc8 @15f 3848

8ee1761ft: 1a42 ccbd a229 5cld 66bs 38lc

r2con2825 dd if=data.vmcode bs=1 skip=%$((8x1752f)) count=256 2>/dev/null | xxd -p | tr -d '\n’

o starts with: ab 16 2b c0 2f 44 37 b6... ab162bc@2f4437b67F51318394013112aec38dd37da4T22575497001d3bab5460adbf508c86Fe67c9c2afaf5fha71c19a361b712eb643
] 52e8bed9c1a@6ac2285677d943Fc926bec23F8a968b8F7d424acad2d8857928ab379cd5965d9aba8d19387916FF563ebabB5c7d4c63780
e same across ALL F)EilrlF)-[)r()t€3(3t63(j apps f7ab@3f@af5fe8f8f6ceccodd2b3bibssff2a93cd70e0405a485b526¢ fbc16d3febb8fablfb34f816769296e3ee97f1c1ad15e30f183a

« XOR-based: byte[i] ® key[i % 256] Z

+ r2con2025 python3 << 'EOF'
data = open('data.vmcode', 'rb').read()
key = data[@x1752f:0x1752f+256]

Decrypt: print("KEY = b'\\", end='")
. . . . for i, byte in enumerate(key):
stringfi] @ key[i mod 256] — plaintext print(F'\\x{byte:82x}', end="")

= + if (i+1) % 16 == @ and i < 255:
len = (data_len © key len) + 2 print("\\\n", end='")

print("'")
EOF
KEY = b'\\xab\x16\x2b\xc@\x2f\x44\x37\xb6\x7Ff\x51\x31\x8f\x39\x40\x13\x11\
\SPEASCIAVEEAVG AVEFAV G EAVEIA RS YAV AVETAVCVAPC AP S LA E LAV EL A ETAN
. . . . \x60\xad\xbf\x50\x8c\x86\xTe\x67\xc9\xc2\xaf\xaf\x5Ff\xba\x71\xc1\
this key 1S constantly uPdated' so if you try to decrypt new PairlP \x9a\x36\x1b\x71\x2e\xb6\x43\x33\xBa\xa5\xe5\xea\xf\x20\x59\xf1\
version binary strings with the oldest keys, you will most likely fail. \x74\x11\x13\x25\xf2\x87\xd8\xb6\x8e\xcd\xa8\x23\xb3\x6f\xd8\x4e\
\x52\xe8\xbe\xd9\xc1l\xa®\x6a\xc2\x28\x56\x77\xd9\x43\xfc\x92\x6b\
AW CTAVPEAVA AV E AV CEAVGEAVA AR CIAV LAV ETAVEL AV LAV AV YAV C AV ¢ ELY
\xb3\x79\xcd\x59\x65\xd?\xab\xa8\xd1\x23\x87\x91\x6F\xf5\x63\ xeb\
\xa@\x@5\xc7\xd&\xco6\x3F\x80\xb\xF5\xa3\xd@\x7c\x7F\x4T\x0a\x27\
\xel\xf5\xbe\x?8\xb5\xd1\xd?\ x50\ x5 F\x6c\x49\x18\x78\xa2\x16\x 8\
\xf7\xab\x@3\xf@\xaf\x5f\xe8\xf8\xfé6\xce\xcc\x0d\xd2\xb3\xb4\x66\
\x4F\xf2\xa9\x3c\xd7\x0e\x04\x05\xa4\x85\xb5\x26\xcf\xbc\x16\xd3\
BYTERIA \xfe\x@b\xb8\xfa\xbl\xfb\x34\x8\x16\x76\x92\x96\xe3\xee\x97\xf1\
\xcli\xad\x15\xe3\xBf\x18\x3a\x5e\x2f\xfe\x14\xla\xdd\x1b\xe?\x71\
\x11\xc8\xc3\xaa\xf2\xa®\xca\x22\x7d\x921\xcd\xc8\x01\ x5\ x38\ x48\
\xe?\xéa\xbe\ifﬁ\xia\xﬁZ\xcc\xéd\xaZ\x29\x5c\x1d\166\xb6\x38\x1c'
r2con2825
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Technical Analysis - String Encryption

Result:

annot be null at this state.

- before ACTION_MOVE. It likely happe cause V -agHelper e 1ts in the e
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Final

Thanks for your attention!

O https://github.com/ahmeth4n

m https://linkedin.com/in/ahmethangultekin

W4 ahmethan@byterialab.com
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