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Agenda:

Introduction to VM fundamentals

VM Hardening Techniques

Devirtualizing VM-based Protection (PairIP Protection)



Understanding Virtual Machine
Fundamentals
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Virtual Machine Basics:

A virtual machine takes normal instructions and converts them into custom
opcodes.

Each opcode is processed by a small function called a handler, while a dispatcher
runs the loop that fetches, decodes, and executes them.

This extra layer changes how the code looks and makes reverse engineering much
more difficult.
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From Instructions to VM Bytecode

...
mov eax, 5
push eax

mov ebx, 4
mul eax, ebx

push 3
mul eax

...

Program

mov eax, 5   → vpush(0x5)
mov ebx, 4  →  vpush(0x4)
mul eax, ebx → vmul
push 3       → vpush(0x3)

2A 05 00 00 00
2A 04 00 00 00

3B
2A 03 00 00 00

3B

VM BytecodeVM Mapping

Original Code

vpush(0x5)
vpush(0x4)

vmul
vpush(0x3)

vmul

VM Handlers
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Bytecode Analysis

2A 05 00 00 00   2A 04 00 00 00   3B   2A 03 00 00 00   3B
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1 byte opcode + optional operand

Bytecode Decoded VM Assembly High-Level Code

2A 05

2A 04

3B

2A 03

3B

vpush(5)

vpush(4)

vmul(5x4)

vpush(3)

vmul(20*3)

int eax = 5

int ebx = 4

int res = eax * ebx

res = res * 3

// final result is 60



Virtual Machine Basics:

VM Entry: entry point into the virtual
machine, initializes context/state, jumps
into the interpreter loop

Devirtualizing VM-Based Obfuscation in Android

VM Exit: termination of the virtual
machine, loop ends, context cleaned,
returns control to native code

VM Dispatcher: decode step, reads
current opcode, looks up the handler in
the table, jumps via indirect call/blr

VM Handler: code block that
implements the semantics of a single
opcode (e.g., push, add, jmp)



Virtual Machine Basics:

VM Entry: entry point into the virtual
machine, initializes context/state, jumps
into the interpreter loop
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VM Exit: termination of the virtual
machine, loop ends, context cleaned,
returns control to native code

VM Dispatcher: decode step, reads
current opcode, looks up the handler in
the table, jumps via indirect call/blr

VM Handler: code block that
implements the semantics of a single
opcode (e.g., push, add, jmp)

FDE

&vm_push

&vm_pop
&vm_add

&vm_sub
&vm_mul
&vm_div

...

...

Fetch-Decode-Execution Cycle



Virtual Machine Basics:

VM Entry: entry point into the virtual
machine, initializes context/state, jumps
into the interpreter loop
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VM Exit: termination of the virtual
machine, loop ends, context cleaned,
returns control to native code

VM Dispatcher: decode step, reads
current opcode, looks up the handler in
the table, jumps via indirect call/blr

VM Handler: code block that
implements the semantics of a single
opcode (e.g., push, add, jmp)

FDE

&vm_push

&vm_pop
&vm_add

&vm_sub
&vm_mul
&vm_div

...

...

each handler represent the 1 opcode. (per
opcode)



Virtual Machine Basics:

Function Prologue: reserve space on stack, save frame pointer & return address ,setup new stack
frame
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Function Epilogue: prepare return value, restore saved registers, clean
stack & ret back

prologue concept
(0x79942b419c~0x79942b41a8)

epilogue concept
(0x79942b44c4~0x79942b44d0)
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Function Epilogue: prepare return value, restore saved registers, clean
stack & ret back

prologue concept
(0x79942b419c~0x79942b41a8)

epilogue concept
(0x79942b44c4~0x79942b44d0)



push 5
push 3
add

Virtual Machine Types:
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Stack
5

Registers

r1 r2 r3

Stack-Based VM: 
Operands are pushed and popped from a stack.
Instructions are simple and compact then Register-Based VM

Register-Based VM: 
Operands are pushed and popped from a stack.
Instructions are simple and compact than Register-Based VM
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Devirtualizing VM-Based Obfuscation in Android

push 5
push 3
add

Stack

8

Registers

r1 r2 r3

Stack-Based VM: 
Operands are pushed and popped from a stack.
Instructions are simple and compact then Register-Based VM

Register-Based VM: 
Operands are pushed and popped from a stack.
Instructions are simple and compact than Register-Based VM



Virtual Machine Types:
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push 5
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add

Stack

8

Registers

r1 r2 r3

mov r1, 5

5
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Virtual Machine Types:

Stack-Based VM: 
Operands are pushed and popped from a stack.
Instructions are simple and compact then Register-Based VM

Devirtualizing VM-Based Obfuscation in Android

Register-Based VM: 
Operands are pushed and popped from a stack.
Instructions are simple and compact than Register-Based VM

Registers

push 5
push 3
add

Stack

8

r1 r2 r3

mov r1, 5

5

mov r2, 3

3

add r3, r1, r2

8



Virtual Machine Hardening
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h

Duplicating VM Handlers:
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h’

h’’

vm_handler_0

h’
vm_handler_1

h’’
vm_handler_2

h
...

...

Handler Table

Duplicate the same handler to shuffle the VM table



Control Flow Flattening
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Hides the real execution order by breaking normal program structure into a dispatcher-based flow

It introduces artificial branches and loops, making reverse engineering significantly more complex

Normal Program CFG Flattened Program CFG



Hash-based Dispatching
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Uses FNV-1 32-bit hashes as opcodes instead of sequential values
Makes static analysis harder (cannot guess next opcode)
Prevents trivial patching (must recompute hash)

PC

Fetch Operation

Hash Dispatcher
(if-else chain)

(Program Counter)

= bytecode[PC] (32-bit hash)

 if (opcode == 0x63cb2efb) →  INIT Handler

 if (opcode == 0xa7c8e72a) → ARITHMETIC Handler

 if (opcode == 0x5509178b) → XOR Handler

 if (opcode == 0xb663b663) → LOAD Handler

Bytecode:  [0x63cb2efb] [0xa7c8e72a] [0x5509178b] ...

Hash-based Dispatcher VM

Example:

Normal VM:  0x01, 0x02, 0x03 (predictable)
Hash-based Dispatching VM:  0x63cb2efb, 0x781245d6, 0xb663b663 (hash values)

we will see its use in real life on the next pages :)



Real-Life Examples
(PairIP Protection)
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What is the PairIP?

PairIP has similar mechanisms to Safetynet as basic checks. It
subjects your device to a security check by performing an integrity
check on the device
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VM-based infrastructure

Every handler processes a VM instruction in a fixed pipeline: 

parse operands → execute logic → hash/verify (e.g. FNV-1)

heavy obfuscated VM methods, encrypted bytecodes, hash-based
dispatcher VM
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executeVM method CFG



Technical Analysis

bytecode files storing in assets/ folder

bytecodes are executed by invoke() method on Java side. basic call-tree like
this;
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invoke() → getVmByteCode() → executeVM() → return executeVM;

the encrypted byte codes are first decrypted in the executeVM method.
executeVM method is registered using the RegisterNatives JNI method.

executeVM method is not exist in so library (because implementing with
RegisterNatives call). if we want to look closer, we’ll need to pull it from runtime
memory.

all bytecode files have .IAP magic. but we don’t know what it means.



Technical Analysis - Frida Step
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enumerateSymbols → get RegisterNatives offset → Interceptor → hook do_dlopen → 
if libpairipcore.so loaded →  hook RegisterNatives  → get executeVM offset

RegisterNatives offset executeVM() offset found with RegisterNatives



Technical Analysis - r2 Step
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PairIP has heavy VM-obfuscated structure.

dynamic opcode table (changes at runtime)
bytecode verification with FNV-1 hash
executing encrypted bytecodes (in assets/ folder)
address obfuscation (virtual memory)
string obfuscation

and a lot of VM hardening techniques..

let’s take a closer look..



Technical Analysis - Bytecode Integrity Check
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for the bytecode integrity checks, PairIP uses FNV-1 hash.

FNV-1 prime initialization

FNV-1 constant initialization

uVar36 = uVar36 * 0x100000001b3 ^ param_3;

formula: (pdg output)

FNV-1 hash loop

hashes each instruction during execution, compares with expected
opcode → if mismatch, VM crashes

prevents bytecode modification attacks

disadvantages for RE:
Hard to identify opcodes
Random-looking hashes
Obfuscated flow



Technical Analysis - Bytecode Integrity Check
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PC

Fetch Operation

DISPATCHER

(Program Counter)

= bytecode[PC]

 case 0x01: →  ADD Handler

 case 0x02: →  SUB Handler

 case 0x03: → MUL Handler

 case 0x04: → DIV Handler

Bytecode:  [01] [02] [03] [04] [05] ...

Traditional VM:



Technical Analysis - Bytecode Integrity Check
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PC

Fetch Operation

DISPATCHER

(Program Counter)

= bytecode[PC]

 case 0x01: →  ADD Handler

 case 0x02: →  SUB Handler

 case 0x03: → MUL Handler

 case 0x04: → DIV Handler

Bytecode:  [01] [02] [03] [04] [05] ...

Traditional VM:

PC

Fetch Operation

Hash Dispatcher
(if-else chain)

(Program Counter)

= bytecode[PC] (32-bit hash)

 if (opcode == 0x63cb2efb) →  INIT Handler

 if (opcode == 0xa7c8e72a) → ARITHMETIC Handler

 if (opcode == 0x5509178b) → XOR Handler

 if (opcode == 0xb663b663) → LOAD Handler

Bytecode:  [0x63cb2efb] [0xa7c8e72a] [0x5509178b] ...

Hash-based Dispatcher VM



Technical Analysis - Bytecode Integrity Check
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switch(opcode) {
    case 0x01: do_add(); break;
    case 0x02: do_sub(); break;
    case 0x03: do_mul(); break;
}

opcode = read_from_bytecode();  // like 0x758fee41 hash value
if (opcode == 0x758fee41) {
    do_call();
}
else if (opcode == 0x63cb2efb) {
    do_init();
}
else if (opcode == 0x9ca4d828) {
    do_goto();
}

//...

for traditional VM

for Hash-based dispatcher VM



Technical Analysis - Opcode Analysis
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mov w21, 0x2fb => 0x0000_2efb
movk w21, 0x63cb, lsl 16 => 0x63cb_0000
 ──────────────────────
w21: 0x63cb2efb

mov w8, 0xee41 => 0x0000_ee41
movk w8, 0x758f, lsl 16 => 0x758f_0000
 ──────────────────────
w8: 0x758fee41

mov w8, 0x45d6 => 0x0000_45d6
movk w8, 0x7812, lsl 16 => 0x7812_0000
 ──────────────────────
w8: 0x781245d6

mov w24, 0xd828 => 0x0000_d828
movk w24, 0x9ca4, lsl 16 => 0x9ca4_0000
 ──────────────────────
w24: 0x9ca4d828

32-bit immediates cannot fit in a single instruction

    solution: split into two 16-bit parts using mov + movk pattern

    mov wX, LOW_16 → Load lower 16 bits (clears register)
    movk wX, HIGH_16 → Keep and merge upper 16 bits (lsl 16)

these opcodes are not static values, changes at runtime.

opcodes are hashes. used directly for comparison
        example: 0x758fee41 = FNV1("CALL instruction bytes")



Technical Analysis - Opcode Analysis
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let’s see how to work Google’s opcodes

these opcodes are not static values, changes at runtime.

mov w8, 0x45d6 => 0x0000_45d6
movk w8, 0x7812, lsl 16 => 0x7812_0000
 ──────────────────────
w8: 0x781245d6

after that, branch to 0x4da94 handler.

Load arguments from stack (arg1, arg2)
Call native function at 0x5d7b8 using bl instruction
Check return value with tst
Set next opcode (0x7931a5a or w21 based on condition)
Return to dispatcher to continue VM execution

0x781245d6 opcode’s handler. (0x4da94)



Technical Analysis - Opcode Analysis
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for now, we know PairIP VM uses mov/movk pattern for opcode
construction

maybe we can automate this using the r2pipe API?

these opcodes are not static values, changes at runtime.

Parse disassembly JSON, find patterns, construct opcodes

the pattern is:

mov w8, 0x2efb ← LOW 16 bits
movk w8, 0x63cb, lsl 16 ← HIGH 16 bits
─────────────────────────
Result: 0x63cb2efb ← 32-bit opcode



Technical Analysis - Opcode Analysis
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these opcodes are not static values, changes at runtime.

Result:



Technical Analysis - Opcode Analysis
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these opcodes are not static values, changes at runtime.



Technical Analysis - String Encryption
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Google, using same magic key for all bytecode files. (not .IAP)
this key length is 5803 and it using for string encryption process.

Decrypt: 
string[i] ⊕ key[i mod 256] → plaintext
         len = (data_len ⊕ key_len) + 2

starts with: ab 16 2b c0 2f 44 37 b6...
same across ALL PairIP-protected apps
XOR-based: byte[i] ⊕ key[i % 256]

this key is constantly updated. so if you try to decrypt new PairIP
version binary strings with the oldest keys, you will most likely fail.

it can be found heuristic scan technique.



Technical Analysis - String Encryption
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Result:



Final
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Thanks for your attention!

https://github.com/ahmeth4n

https://linkedin.com/in/ahmethangultekin

ahmethan@byterialab.com


