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Chameleon | Introduction

 Chameleonis a polymorphic engine for x86_64 position
independent shellcode.

Position Independent Shellcode: Shellcode that executes correctly regardless of its
absolute load address.
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Chameleon | Requirements

 Evade/avoid signature-based detections in red team
engagements.

 Don't break the given shellcode.
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Chameleon | Arquitecture Overview
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Chameleon | Disassembly Process

Problems:
e X86 64 instructions have different sizes.

* Linear parsing for disassembly does not work.




-

Chameleon | Disassembly Process

Example:

e Giventhe81 cO 01 00 ff cO eb fc sequence of
bytes, we can see the following result:

gum3t@ubuntu - ~/chameleon-polymorphicengine
$ ndisasm -b 64 tmp/code.bin
O0OEEEE B81COD1OOFFCH add eax,GxcOfTROO1
EEOOO00E EBFC Jmp short x4




Chameleon | Disassembly Process

8l cO 01 00 ff cO eb fc

8l cO 01 00 ff cO-> add eax, OxcOffOOO1
ff c0 -> 1ncC eax
eb fc ->  jmp Ox4




Chameleon | Disassembly Process

Solution:

* Getthe disassembly data from a basic block graph
(control flow graph).

Basic Block: A straight-line sequence of instructions with no branches in except to
the entry and no branches out except at the exit.




Chameleon |
Disassembly Process

dd eax

Lnc eax




Chameleon | Disassembly Process

Actual implementation:

* r2pipe - radare2 scripting API
 aaato analyze the shellcode.
« aflg to get all function offsets.

* agfj @ offset to get all basic blocks graph data in
json format.
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Chameleon | Disassembly Process

—_— =y - - -

[OxDB0000E0]> aflg [Ox00000000|= agfj @ Ox000004e0
PxEAOEEA6 [{"name":"fcn.000004e0", "addr " :1248, "ninstr":13,
BxEEERE208 ptr":0,"fon_addr”:;1248, "fcn last":1290,"size":3,
Bx00000316 ["Tcn.000004eQ" ], "Xrefs":[{"addr" : 465, "type" : "CA
OxO00603ec isasm":"mov recx, gword [rbx]","bytes":"488bab","
PxOAORBOTC gl B o o O W I S S S oy e I R
@x0000040 y'1"cpu","type":"acmp","reloc":false, "type num":
[0x00000000]= last":1291,"s1ze":2,"opcode" : "je Ox4fa" ,"disasm”
A" 12TA Nyurma" "Rt "rRAarmY e v TETIAAN TY"WadAS"
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Chameleon | Disassembly Process

How do we turn the radare2 parsed
data into valid assembly code?
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Chameleon | Disassembly Process

 Each basic block gets assigned a custom asm label:

block 0x1000:

* Control flow instructions immediates are replaced by
respective labels:

jne 0x103f ->  jne block_0x103f
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Chameleon | Disassembly Process

* Instructions may be mutated and later hardcoded via
db or represented by their mnemonics and operands.

* Afinal enforced jmp to the fall-through block is placed

at the end of the generated asm code of each basic
block.
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Chameleon | Shellcode Mutation

* MutationPatternPool: Focuses on the mutation of an
action.

1
[ regA jf{ vaste [ regB j




Chameleon | Shellcode Mutation

e MutationPatternPool -> match rules:
* Focus on the detection of the many patterns an

action can have.

ff_blnck_ﬁxl%f:
ins_@;
ins_1;
ins_2;
ins_3;
ins_4;
- —f!#ins_ﬁ;‘
ins_6;)
ins_7;

-

ins_n-2;
“ins_n-1;|
ins_n;

\ jmp block_@x1180

_"\‘]
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Chameleon | Shellcode Mutation

* MutationPatternPool -> mutation_probability:

* Probability to apply a mutation once a pattern is
found. It is a percentage.




Chameleon | Shellcode Mutation

MutationPatternPool -> generators:

Focus on the generation of code equivalent to the

found

patterns.

(r-bluck_@xlBEE:
ins_8;

E}{;n5_1£|
ins_2;
ins_3;
ins_4;

|ins_ﬁ; fﬁi

e \
:3—1“5_5;
&ns_ﬁ;

ins_7;

&

ins_n-2;

ins_@; =
ins_1;

= (ins_n-1;]

ihE_ﬁ;
Kt_jmp block_0x1188

~
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Chameleon | Shellcode Mutation

 (Cook your own mutations!

* Detect patterns by opcodes, bytes, ESIL... with your
own match rules.

* (reate equivalent code with your own generators.
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e Remember the enforced jmp we add at the end of each
basic block?

Chameleon | Shellcode Mutation

* Now this allows us to shuffle basic blocks without
breaking the control flow!




Chameleon | Shellcode Mutation

~

block_8x188a:

~

jne block_8x1@3f

jmp blnch_ﬂxlﬂlﬁ;j

~

fH;luck_BxlBBH:

jne block_@x1@3f

ijp hluﬂk_ﬂxlﬂlﬁ:?

,—{Eluck_axwla: A

jne block_8x1188

L™

jmp bluck_ﬂxlﬂEf:j

(_ﬁlnﬂk_ﬂxllﬂﬂ: \

N J

,Jl;luck_ﬂ:u:iﬂaf: _‘\"

L/ @p block_Bx1188 —-

_/

r—;‘:;lnck_ﬂxlﬂaf: .ﬂ\

~

.block_Bx118@:

ret

(Q(;luc k_Bx1818: )

jne block_Bx1188

imp block_Bx118@

\J

—

jmp block_8x183f —
T\E J

d-
Before
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shuffling
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Chameleon | Shellcode Mutation

e After this process, enforced jmp instructions that are
redundant can be removed.

ﬁ_lucl-n_axlﬂﬂﬂ: ) ,-ﬁ:-luck_ﬂxl@lﬂ: \l (/;lnck_ﬁxlﬁaa: A _iﬂrlnck_ﬁxlﬂlﬁ: A
jne block_@x1@3f jne block_@8x1180 jne block_8x1@3f ; | jne block_@x118@

jmp block_@x1@18 -\~ | jmp block_8x1@3f
\J Y, Y \

\C

ijp block_@x1@3f

\;1

J




Chameleon | Shellcode Generation

 Mutation generators can make use of a code
generation feature.

e So, whatis it, and how does it work?




Chameleon | Shellcode Generation
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 (Chameleon’s code generator is a feature that is capable
of creating semantically neutral shellcode blobs that
can include nested branches and loops.

Semantically neutral code: Code that changes the program appearance but not its
behaviour.




Chameleon | Shellcode Generation

general register pool

_..| 9et primary 1.
rax; rbx; rex; rdx; L reg
rsi; rdi; r8 - rl5;

stored registers

[:regﬂ; regB; regﬂ:]




Chameleon | Shellcode Generation

general register pool

.. get primary ]_
rax; rbx; rex; rdx; L reg

rsi; rdi; r8 - rl5; \l/

is primary
reg stored?

stored registers

regA; regB; regC




Chameleon | Shellcode Generation

general register pool

_..| get primary 1
rax; rbx; rcx; rdx; E reg

rsi: rdi; r8 - r15; | \l/

<

YES
~ get secondary

reg

is primary
reg stored?

stored registers

regA; regB; regC




Chameleon | Shellcode Generation

general register pool

4
_..| get primary 1_
rax; rbx; rcx; rdx; [ reg rér[: select J

rsi; rdi; r8 - rl15; J; ins/gadget

3

YES
e get secondary | |

is primary

reg stored? reg

stored registers

regA; regB; regC




Chameleon | Shellcode Generation

general register pool

_..| get primary ]_
rax; rbx; rex; rdx; | reg

rsi; rdi; r8 - ri5; \l/

3

is primary
reg stored?

YES
[%et secondar

reg

y}

stored registers : \

regA; regB; regC

----------------------------------------

4

select
feh(:insfgﬂdget_J

5

get reg sizes
compatible
with ins/gadget




Chameleon | Shellcode Generation

general register pool

4
_..| get primary ]_
rax; rbx; rex; rdx; | reg rf*(: select -J

rsi; rdi; r8 - rl5; \l/ ins/gadget

; 5
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Chameleon | Shellcode Generation

v

_..| get primary

general register pool
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!
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Chameleon | Shellcode Generation

* Instruction implementation example:

( lambda reg, sec reg: f"mov {reg}, rsp;”, REG 64, 1 )




Chameleon | Shellcode Generation

 Gadget implementation example:

( self.br check regs, REG ALL, 1 )
def br check regs(self, reg: str, sec reg: str) ->

str:

gadget +=

gadget +=
gadget +=
gadget +=

f“cmp {reg}, {sec reg;};”

pseudo random cjmp gadget to label
get n junk ins(reg, sec reg, n)
Llabel
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Chameleon | Shellcode Generation

 The generated shellcode is later hardcoded into the
block asm using db.




Chameleon | Assembly Process

* Nasm compatible asm header:

BITS 64
default rel
global start
section .text
_start:
mutated sc

nasm —f bin file.asm —o output.bin

-_*t?
Foral 2
Pl -



- -
bR = e pAg - . 5 1
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m - U @ubuR e - hamelenn
B e
[+] labels generated for each basic block
[v] mutations for block Bx1G08:
[v] mutation at 8x1814:
old | new
mov rdil, rax | push rax
| 4883echBR4ARIG42448AdR4044RB3echBY
| 93c244181=70002686004563 n}aeq
| 48c7cebalDfneeassiscg ¢
| c764989¢54883ecBB4B]

[v] mutations for block Bx1Blc:

e I89cHF7caBTORA0a6T
B4BBO1c24488h5c 2468
BaaRaR6TENIcSRA9CTCT
88%eabefBODOBOE6THd 34
B249ffcf40837fa075e14883ec08488932
46617 TEER0T50466b 200066 1eTR24428
fe21dBd8B9dT48fTc T fEfo0e0T74674881e
THBFaffffe3ceff4R89d88bA42416d1e548
cTc2eh00000048c TeB9e0h0086904880 32
A44883c468488b1c244883c408488b142448
bvrétanhﬁ.;i+daﬁﬁulud +88b3424488 3¢
4B84cBb3c244B83c408488004244883c400
pop rdi
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Any questions?

https://github.com/gum3t/chameleon
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