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1. mwemu project



mwemu       

● started on October 2021
● main purpose: controlling algorithms & predicting things.
● HW emulation (x86) + OS simulation (windows mainly)
● 32+64bits implemented from scratch (exced bytes to asm done with iced-x86)
● not based on unicorn, qemu or any emulation lib, 100% pure rust.
● open source: https://github.com/sha0coder/mwemu
● renamed from scemu to mwemu.

https://github.com/sha0coder/mwemu


mwemu       

HW Emulation
● x86 32 and 64bits on same engine.
● registers, flags, FPU, f80, interrupts.
● 364 instructions implemented.
● logic operations, rotation, shifts, etc.
● exotic instructions like xmm and ymm
● jump, call, branches
● gateway to the OS

OS Simulation
● file loaders PE, PE+, ELF64, shellcodes
● iat binding, crafting peb,teb,ldr
● allocators
● linux64 syscalls (basic support and only for static)
● exception (SEH, VEH and UEF) 
● 615 winapi implemented
● generic emulation for unimplemented winapis



mwemu ecosystem
       
● mwemu - command line
● pymwemu - python3
● libmwemu - rust lib on crates.io

(linux & windows & mac)



mwemu - contributors

       
● brandonros   based on America
● acheron2302 based on Asia
● elcapor based on unknown
● sha0coder (creator) based on Europe
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2. Windows Process internals



Windows Process Internals



mwemu virtual memory
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3. Example with Enigma Packer



Enigma Packer - emulating first loop

       
● First millions of instruction is a XOR loop.
● Loop ends in moment: 230,523,805
● why? code protection or anti-emulation?
● it takes just 11.71 seconds for mwemu.



Enigma Packer - first api call



Trying full-emulation first

       
● The problem is not x86 emulation.
● It’s windows simulation.
● full-emulation is only for simpler 

packers and shellcode encoders

pymwemu Resulted very useful
● python module for emulating 
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4. radare2 inside



radare2 inside  - viewing data blobs 



radare2 inside  - viewing data blobs 



radare2 inside  - static analysis and AI 



radare2 inside  - static analysis and AI 



radare2 inside  - integration
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5. demo



Thank you!
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Thank you!
       

https://github.com/sha0coder/mwemu
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